
Billing Contract

between the

JonDos GmbH
Bruderwöhrdstraße 15b

93055 Regensburg
Deutschland

hereafter referred to as “JonDos”, and

<Mix Operator>
<Street>
<City>

<Country>

hereafter referred to as “Operator”.

§1 Scope and Subject Terms

(1) The Operator hereby accepts JonDos as independent accounting service provider 
for  his  Mixes  which  he  operates  for  the  public  in  his  own  responsibility  and 
acknowledges any thereby resulting rights and duties.

(2) The general regulations of JonDos for the proper operation of Mixes are stated in 
the Operational Agreement and are not part of this Contract (hereinafter referred 
to as “the Contract”).

(3) Third-party Mix operation is not covered by this Contract. The Operator may not 
conclude from this Contract that other Operators of JonDos have to allow their 
Mixes to connect to his Mix services.

(4) The  Operator  may  bill  JonDos  for  the  monetary  values  he  is  entitled  to  get 
according to the Contract beginning with the month after his operational service 
by invoice.
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§2 Regulations concerning trademarks

(1) The terms JonDo, JonDos and JonDonym and the associated images and texts 
are, corresponding to commercial value of names and protection of trademarks, 
property  of  JonDos.  Operators  may  use  these  trademarks  only  with  explicit 
permission of JonDos.

(2) The Operator is allowed to offer his Mix services that are billed by JonDos to third 
parties under the trademark JonDonym. He may moreover sell access data billed 
by JonDos under the trademark JonDonym.

(3) The Operator may also offer the unchanged software that is published on the web 
sites of JonDos on his own web site for download.

(4) JonDos may publicly promote the fact that the contractual partner is an Operator 
of the JonDonym service.

§3 Websites

(1) The  Operator  is  obliged  to  construct  his  website  according  to the  following 
regulations within four weeks after this Contract takes effect.

(2) The Standard Terms and Conditions for using the Operator’s Mixes have to be 
published both on the website and in the JonDonym system in English language. 

(3) The Operator has to put an imprint on his website, with postal address, E-Mail-
Address, telephone number, the names of the directors authorized to represent 
and, if applicable, his register number and value added tax identification number. 

(4) At  least  one  single  HTML  page  of the  website  has  to  exclusively  serve  for 
presenting the JonDonym system, and has to contain a Link

a. to the web sites of JonDos, according to the search engine optimization 
guidelines,

b. to  the Operator’s  Standard Terms and Conditions for  his  JonDonym 
services and

c. to the Operator’s imprint.

(5) The JonDonym HTML page, the Standard Terms and Conditions and the imprint 
have to be available in English and in the Operator’s national language. They 
moreover have to

a. be  fully   accessible  without  active  browser  contents  and  with  all 
common web browser versions,

b. be manually or automatically maintained with up-to-date content, either 
with own content or with content provided by JonDos,

c. be accessible directly from the home page (index page) of the web site,

d. be easily indexable by search engines and

e. if  these  pages  are  exclusively  accessible  over  HTTPS,  present  the 
visitor an SSL certificate valid for all common browsers without warning.
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§4 Payment for data traffic according to volume

(1) Users acquire temporary data volume credits from JonDos in order to pay the 
Operator for using his Mixes.

(2) The end users' JonDo clients automatically create digitally signed confirmations 
about the data traffic consumed on Mix Cascades, so-called cost confirmations. 
They  are  the  title  for  disboursement  of  the  Operator.  The  cost  confirmations 
confirm the ingoing and outgoing data traffic from and to the users’ clients over 
the Mixes of a single Cascade, so-called anonymized data traffic. The data traffic  
in-  and  outgoing  over  single  Mixes  usually  differs  from the  anonymized  data 
traffic, as the users’ data have to be transferred almost twice.

(3) The  cost  confirmations  have  to  be  submitted  to  JonDos  according  to  the 
JonDonym protocol. This is usually done automatically by the Mixes.

(4) JonDos credits the Operator the equivalent value of the correctly submitted cost 
confirmations in Euro. 

(5) Cost  confirmations  may  only  be  settled  for  Mixes  which  were  previously 
registered by JonDos with the corresponding price.

(6) For the Operator’s Mixes, an individual temporary price per Gigabyte data volume 
has  to  be  agreed  upon  with  JonDos  and  to  be  confirmed  by  a  digital  price 
certificate issued by JonDos. Thereby 1 Megabyte corresponds to 1000 Kilobytes. 

(7) JonDos assigns price certificates to Mixes with the price categories Eco, Standard 
and Value. Standard and Value Mixes may not be combined into one Cascade.

(8) Whenever  a  Price  Agreement  has  been  cancelled  or  expired,  but  was  not 
extended or replaced by a new one, and the Operator’s affected Mixes are still  
operated in the scope of JonDonym Mix Cascades, the Operator is entitled to get 
80% of the price which was previously agreed upon until the parties agree upon a 
new price. If JonDos continues to pay the old price, this does not count as a new 
agreement, however, but only as a temporary good will action.

(9) If  the Operator does not fulfil  any contractual obligations, and does not heal it  
even after an urgent letter within 7 days, JonDos has the right to reduce the price 
to 80% of the price which was previously agreed upon to the beginning of the  
following month. After healing the contract violation, the price has to be reset to 
the original value at the beginning of the current month with restrospective effect.

§5 Limits on the total number of Mixes with costs

(1) The operator is not allowed to offer more than three Mixes with costs. Existing 
mixes  before  this  Contract  may  be  kept,  however.  This  right  expires  if  the 
corresponding Mixes are shut down for more than a month without replacement.
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(2) This limit will be automatically raised

a. to 4 Mixes if the operator bills a total of more than 2500 aGB per month

b. to 5 Mixes if the operator bills a total of more than 4000 aGB per month

c. to 6 if the operator bills a total of more than 7500 aGB per month

(3) For every third Mix offered with costs, the Operator has to introduce at least one 
Mix into a free cascade. As an alternative, he may provide an InfoService up to a 
maximum of two InfoServices altogether. JonDos provides a ready-to-use 
InfoService program to the Operators free of charge and with free support. For an 
InfoService server, a dedicated 100 Mbit/s connection is mandatory. Operators of 
last mixes may not run any InfoServices.

(4) The Operator is fully responsible to find suitable cascade partners for free mixes. 
For this purpose, JonDos publishes a contact list of all registered Operators.

(5) If, in the past month, the total billed volume of the Operator was below the 
corresponding minimum of (2), or if the Operator was not able to offer a regular 
free Mix service or InfoService according to (3) for more than two weeks, he must 
shutdown the thereby surplus Mixes. JonDos has the right to deny the billing for 
such surplus Mixes, beginning with the mixes with the lowest monthly traffic 
volume.

§6 Obligation to inform about new Mixes

(1) At least two weeks before setting up a new Mix or replacing an old Mix with a new 
one, the operator is obliged to announce the following message on the operator 
mailing list:

a. Subject: 

i. Replaced Mix: [Name of Mix] (if applicable)

ii. New Mix: [Name of Mix] by [Name of Operator]

b. Text:

i. Planned location of the mix (country, city, data centre)

ii. Name(s) of Cascade partners of the replaced/old mix (if 
applicable)

iii. Name(s) of planned Cascade partners

iv. Optional: Considerations why this new Mix, Cascade or 
replacement, respective, seems necessary

It is recommended that the Operator does not rent any new server before he has 
sent out the message to the list and did wait for an answer.

(2) If the operator does not announce a new Mix like this and sets it up nevertheless, 
he will not receive any payment for it. 
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§7 Overall volume cap for common marketing actions

(1) By issuing free premium coupons, common maketing actions may be performed. 
JonDos has to inform the Operator about such a planned action in textual form.

(2) If the Operator does not veto within 7 days, then, for the time of the action, but for  
2 months at maximum, he will get billed a maximum of 5% plus of data volume 
compared to  the average over  the last  three months before  the  action  of  his 
revenues. He has to bear potential additional costs at his own risk.

§8 Liability

(3) Notwithstanding anything to the contrary contained in the Contract, any liability of  
JonDos and the Operator according to the Operational Agreement shall remain 
unaffected hereby and is in effect for this Contract as well. 

(4) In case of any damages caused by wilful  misconduct, the respective damaged 
party is entitled to a contractual penalty from the the other party. Its amount is the 
equivalent of the sales the Operator had realized with his Mixes in the last six 
calendar months. Any rights of  the parties to request any additional  damages 
shall remain unaffected.

§9 Term and Termination

(1) This  Contract  requires  a  valid  Operational  Agreement  of  the  Operator  with 
JonDos for being valid. A cancellation of the Operational Agreement automatically 
invalidates this Contract.

(2) The  Contract  is  concluded sine  die  and may be cancelled  by both  parties  in 
written form.

(3) The contracting parties may cancel the Contract to the end of the month with four 
weeks notice. 

(4) Provided that the Operator disagrees with his Contract being cancelled and at 
least six months have passed after conclusion of contract, JonDos may cancel 
the Contract and the Operational Agreement only for an important reason or after 
all Operators agree on that in the scope of a Public Cancellation pursuant to §8

(5) The instant cancellation for an important reason according to § 314(1) BGB, in 
particular  because  of  violation  against  basic  contractual  obligations,  remains 
reserved to the parties.

(6) Earlier  versions  of  the  Billing  Contract  (previously  referred  to  as  “Operator 
Contract”)  and  the  “Agreement  for  Enhanced  Protection  against  Cancellation” 
between the contractual partners are considered as cancelled when this Contract 
takes effect.
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§10 Public Cancellation

(1) For a Public Cancellation of an Operator, JonDos informs all Operators who have 
a valid Billing Contract with JonDos and who did run a Mix billed by JonDos in the 
calendar month before the cancellation, about the reasons for the cancellation of 
the Operator in written form and surveys them about the cancellation. 

(2) Within three business days after receiving the survey, each surveyed Operator 
may send a declaration in written form to JonDos if he agrees to the cancellation 
or not.

(3) Given that a simple majority of the Operators who have issued their declaration in  
due time agree to the cancellation, JonDos may cancel the Operator on the due 
date.

(4) After a Public Cancellation has been rejected, a repeated Public Cancellation of 
the Operator is allowed at the earliest three months after the rejection.

§ 11 Concluding Regulations

(1) Exclusive venue for all disputes arising from this Contract is, if the Operator is  
merchant, legal person governed by the public law, special property under public 
law or inland without place of jurisdiction, Regensburg. Moreover, JonDos has the 
right to sue the Operator at his own venue.

(2) The Contract between JonDos and the Operator shall be governed, construed 
and interpreted in accordance with the laws of the Federal Republic of Germany.

(3) If  any  provision  of  this  Contract  or  the  application  thereof  to  any  person  or 
circumstances is fully or partially invalid, such invalidity unlawful or unenforceable, 
all remaining provisions or application of these provisions shall remain unaffected 
thereof.  An  invalid,  unlawful  or  unenforceable  provision  shall  be  regarded  as 
replaced by a valid, lawful and enforceable provision that as closely as possible 
reflects the economic background and meaning of the replaced provision. § 139 
BGB is not applicable.

Location, Date Location, Date

Representative of the  Representative of the 
<Mix Operator> JonDos GmbH
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